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FOREWORD

House Concurrent Resolution 113 of the 1998 Session established the Task Force on
Information Technology to review current and emerging information technologies that impact
both the public and private sectors, review associated issues and application of the technologies,
keep the General Assembly informed regarding the technologies and their impact, and make
recommendations to the 2000 General Assembly.  Confronted with an extensive list of issues and
insufficient time to address them all, the Task Force focused on three primary issues:  the
shortage of information technology workers in Kentucky, information technology businesses in
Kentucky, and security of electronic commerce transactions.  Information on these subjects was
gathered primarily from presentations and discussions with Kentuckians having expertise and
experience in a particular topic and with national experts and consultants.  Additional
information was gathered from staff research.

The report was prepared by Joyce N. Crofts.  The assistance of Jim Swain, Chief
Information Officer in the legislative branch, and his staff, and of Aldona Valicenti, Chief
Information Officer in the executive branch, and her staff in supplying information is gratefully
acknowledged.

Robert Sherman
Director

The Capitol
Frankfort, Kentucky
October, 1999
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REPORT ON
HOUSE CONCURRENT RESOLUTION 113

TASK FORCE ON INFORMATION TECHNOLOGY

OCTOBER 1, 1999

Introduction

1998 House Concurrent Resolution 113 established the Task Force on Information
Technology to review current and emerging information technologies that impact both the public
and private sectors, review associated issues and application of the technologies, keep the
General Assembly informed regarding the technologies and their impact. and make
recommendations to the 2000 General Assembly.  The resolution included a broad list of duties
and the latitude for the Task Force to conduct any other reviews that it considered pertinent or
necessary.  The membership consisted of nineteen members representing all three branches of
government, the constitutional offices, the American Bankers' Association, the Kentucky
Hospital Association, the Kentucky Bar Association, the Kentucky Chamber of Commerce, the
Executive Branch Chief Information Officer, the Department of Financial Institutions, the
Finance and Administration Cabinet, the Health Services Cabinet, the Department of Education,
and the Director of the Long-Term Policy Research Center. (Appendix A.)

In its first two meetings, the Task Force heard presentations from the three branches of
government and the private sector members regarding information technology (IT) applications
currently used by each and discussion of the information technology issues that each proposed for
study by the Task Force.  A list of suggested issues was compiled and members were asked to
rate the issues in importance.  The members were confronted with a very comprehensive list of
potential issues as well as the realization that the Task Force would have time to address only a
small portion of that list.  The list included such issues as:  IT worker recruitment and retention;
timely procurement process for state government; criminal code update; attraction and support of
new IT businesses in Kentucky; internal and external distribution of data in state government; the
Y2K problem; e-mail and the open records law; security and confidentiality of data; security and
confidentiality of communications; IT standards to minimize inefficiencies of incompatible
systems; information technology in law enforcement; data retention and archiving; the effect on
state revenues of the explosion of electronic commerce; internet service provider distribution in
the state; the public's access to computers; and computer literacy.  (Appendix B.)
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In its tenth meeting, the Task Force heard updates and status reports regarding the use of
information in the executive branch and in the Department of Education in particular.  Topics
covered included various EMPOWER KENTUCKY projects, such as MARS (Management and
Administrative Reporting System), Simplified Access to Commonwealth Services, the Kentucky
Vehicle Information System; Y2K readiness in state government; Geographic Information
Systems, the Model Courthouse Project, Kentucky Electronic Workplace for Employment
Services, Kentucky's Unified Criminal Justice Information System, and the Kentucky
Information Highway.  The Department of Education discussed its Kentucky Education
Technology System (KETS)its goals, activities, results, and vision; the positive effects of the
funding support for technology and the leverage provided by the state law mandate for the
technology program; PD (professional development) Direct, which brings training to the teachers
in the classroom setting; and various concerns.

In the remainder of its meetings, the Task Force focused its study on three main issues:
supply of information technology workers in Kentucky, information technology businesses in
Kentucky, and security of electronic commerce transactions.  Information on these subjects was
primarily gathered through presentations of and discussions with invited guests, consultants, and
Task Force members.  Additional information was gathered from periodicals and other
publications, Internet research, and appropriate web sites.  This report will primarily address
these three issues.

SHORTAGE OF INFORMATION TECHNOLOGY WORKERS IN KENTUCKY

The Problem

During 1997-1998, various industry reports and newspaper and magazine articles
indicated that there were severe shortages of skilled information technology workers in the
United States.1  Although many questions were raised about the alleged shortage, nevertheless,
businesses and government alike have expressed their frustrations in obtaining the skilled IT
workers they need, whatever the reason.  Especially hard hit are governments, whose salary
schedules and often outdated hardware and software cannot compete with those of the private
sector.

Both public and private sector members of the Task Force indicated that their most
important concern was their inability to attract and retain IT workers.  The Chief Information
Officer of the Executive Branch (CIO) referred to the problem as the "3 R's"how to recruit,

                                                     
1The primary reports were:  Help Wanted:  The IT Workforce Gap at the Dawn of a New Century, Information
Technology Association of America, February 1997, and its 1998 update; America's New Deficit:  The Shortage of
Information Technology Workers, U.S. Department of Commerce, Office of Technology Policy, 1998; and
Information Technology:  Assessment of the Department of Commerce's Report on Workforce Demand and Supply,
United States General Accounting Office, March 1998.
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retain, and reward IT workers.  She said that the private sector faces the same problem but has
more flexibility and can offer greater incentives than government is able to offer.  State
government, traditionally, has not been able to recruit new people in the skilled IT positions that
command higher salaries.  Further, she noted, much of the talent that is produced in Kentucky
leaves the state.

She also pointed out that state government salaries are not competitive. Starting salaries
are often less than $20,000/year, whereas private sector starting salaries range from $35,000-
$45,000.  She suggested that the Commonwealth increase its salaries for IT workers, do more
recruiting through internship programs, and offer more scholarshipsin engineering as well as
information technology.  She noted that a four-year college degree is not necessary to perform
some functions and that certification in network management or Microsoft certification might be
sufficient training for many technology positions.

Recruitment and Retention in the Private Sector

Drawing from her own personal experience in the private sector and from information
gleaned from recent national meetings, the CIO discussed private sector practices in recruiting
and retaining IT workers.  Generally, recruitment efforts by private sector companies target
specific schools and programs, courses, faculty, and degrees.  Frequently, members of their own
workforce who are alumni of a specific school personally contact candidates in those schools, or
key executives act as a school sponsor. They may visit targeted schools several times a year,
preferably in the fall, to foster a relationship with a desired student and perhaps obtain an early
commitment.  Companies also establish scholarships and internships and hold job fairs.  Another
recruitment practice is to reward employees with a bonus for recommending or recruiting other
good employees.  "Signing" bonuses are also commonly used to attract new IT employees, the
amount often being negotiable.

New IT employees in the private sector often have 6-12 weeks of orientation classes.
Ideally, the orientation process would provide the new employee with an essential understanding
of the role of the company's technology in the business goals and direction of the company.  In
addition, companies are increasingly assigning mentorsor "buddies"to help new IT
employees.

Retention efforts are usually focused on critical staff.  They may include such offers as:
bonuses to stay for defined periods of time; stock options; flexible working hours or locations
(telecommuting); flexible organizational structure (e.g., team structure, competency centers of
excellence); flexibility to choose projects; attractive work environment; appealing lifestyle; and
other tangible benefits, such as providing leased cars, parking spaces, and special equipment.
Companies perform an annual benchmark salary survey, in order to keep their employee
compensation competitive, and special projects are often reviewed mid-year, at which time extra
retention compensation or a bonus might be offered.
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Recruitment and Retention in Kentucky State Government

The Secretary of the Personnel Cabinet discussed the current status of the supply of IT
workers in state government and the cabinet's efforts to assist agencies with recruitment and
retention of IT workers.  She provided a list of all state government job classes in the Information
System Group, with pay grade; a list of hard-to-fill classes; a salary schedule for hard-to-fill
classes; the number of filled and number of vacant hard-to-fill IT positions; the number of
applicants on registers for those positions; and a summary of their survey comparing Kentucky
state government IT salaries with those in thirteen southeastern states, plus Indiana, Illinois, and
Ohio.  (Appendix C.)

As of October 28, 1999, there were 41 IT job classifications in state government.  There
were more applicants than needed for many of the classes, but 25 of those classes were deemed
hard to fill and retain.  Of the 594 positions in the hard-to-fill classes, 84 were vacant.  The
Secretary noted that although the cabinet's information showed 920 applicants on registers for the
25 classes, 569 of the 920 applicants were "internal mobilities," leaving 351 individuals who did
not work for state government.

The Secretary pointed out several efforts by the Personnel Cabinet, in cooperation with
the Department of Information Systems (DIS) to address the recruitment problem in state
government.  Acknowledging the difficulty of conceiving a written test that would adequately
evaluate an IT applicant's potential, the cabinet substituted certain minimum qualifications for
register eligibility.  In lieu of a written test, there is a lengthy, comprehensive questionnaire to
assess an applicant's suitability for certain positions.  However, although the new process has
been helpful, there still are not enough qualified applicants for higher level IT positions.  In
addition, the cabinet has worked with DIS to establish special entrance rate salaries for the 25
hard-to-fill classificationsa move that did not require statutory or administrative regulation
changes.  The cabinet has also worked on telecommuting as a recruitment tool and has reviewed
a proposed scholarship program for IT students in college that is similar to the Transportation
Cabinet's engineering scholarship program.  The Secretary stated that she believed the ultimate
solution will be a separate "market driven" salary schedule for IT positions, but that would
require enabling legislation in the next regular session of the General Assembly.

An additional factor is the large number of retirements expected in state government in
1999.  Of the 429 employees in DIS, 175 are eligible to purchase enough additional service to
retire with full benefits.

Several Task Force members commented on their own experiences, noting:  the large
number of IT workers leaving state government who were able to double their salaries in the
private sector; the inability of the state to pay enough to attract young people with high potential;
the importance of having the "latest and greatest" hardware and software for attracting and
retaining the best talent; and the need to create an incentive program to recruit and train current
state employees who would like to get into the IT field.  There was a suggestion that state
government imitate private industry in giving monetary incentives for Microsoft, Novell, or NT
certifications.
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Role of the State's Community and Technical Colleges

Seeking information regarding the role of the state's educational institutions, the Task
Force heard from representatives of the community colleges, technical colleges, and universities.
The community colleges' program offerings include: (1) an associate degree program in
Computer Information Systems (CIS), offered by three of the community colleges; and (2) a
program in Management Information Systems (MIS), offered by 11 community colleges as an
option in the Business Technology Program.  The number of CIS/MIS graduates has declined
slightly since 1996-97.  The decline was explained as resulting from students' enrolling in a
degree program just to take courses to meet immediate needs in specific competencies.

The community colleges reported on their proposed NIST program (Network Information
Systems Technology); original curriculum development was funded by the National Science
Foundation.  Graduates of the NIST program will have the concepts and skills to design, set up,
maintain, and expand networked computer systems, and will be eligible to take professional
certification exams.  Business partners in the program will include Cisco, Oracle/Peoplesoft, and
Honeywell; educational partners will include the Kentucky Advanced Technology Institute, at
Western Kentucky University, Bowling Green Advanced Technology Institute, at Western
Kentucky University, Bowling Green Community College, and Eastern Kentucky University.
NIST was also approved to offer three networking courses in the fall of 1999 through the
Commonwealth Virtual University as part of a pilot project.

The technical colleges reported eight program areas that fit into the broad definition of
information technology: Office, Electronics, Automated Systems, Information, Computer
Applications, Software, Visual Communications Art, and Multimedia.  These programs offer "42
job title exit points (based on the Dictionary of Occupational Titles), 21 diploma-level exit
points, and 21 certificate-level exit points."  Most of the diploma programs are two years and
require completion of courses in computer fundamentals, workplace readiness, and consumer
economics.  Students must also pass a written assessment test or, in some instances, be
credentialed by a professional association.  Diploma graduates are also offered a technical
guarantee of free retraining assistance if, within two years of graduation, the employer does not
feel the graduate can perform the job.  The technical colleges are also beginning to offer an
Associate Degree in Applied Technology and to be involved in the associate degree of the NIST
(Network Information System Technology) program.

In some technical college programs the enrollment rate is two or three times greater than
the graduation rate.  The Task Force was told that the reason the number who enroll is
significantly higher than the number who graduate is because students are taking courses in order
to address the immediate demands of business and industry.

In Task Force discussion, questions were raised concerning the low matriculation rate in
IT programs offered by the community and technical colleges; whether programs are being
structured appropriately to address the needs of business, industry, and state government; and
whether the advisory boards who recommend the programs are providing the kind of information
needed.
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Role of the State's Colleges and Universities

The President of the Council on Postsecondary Education provided an overview of IT
programs in the state's colleges and universities.  IT programs are offered at all eight public
universities, at about nine community colleges and a similar number of technical colleges, and at
15 proprietary institutions.  He reported that of the 21,000 degrees conferred in Kentucky each of
the past six or seven years, the average conferred in information technology is about seven
doctor's degrees, 50 master's degrees, 300 baccalaureate degrees, and 175 associate degrees.
About 400 technical college certificates are also awarded each year.  He explained that
"information technology" includes disciplines in computer and information science, computing
maintenance technology, information science and systems, electrical engineering with an
emphasis in computers and computer engineering, mechanical engineering, mechanical and
electrical technologies, and management of information systems.  Referring to the NIST
program, he said that it will be a common curriculum, offered first at Ashland, Jefferson, and
Maysville Community Colleges, and at Somerset and Paducah early next year.  In addition,
Murray State University has developed a program with an emphasis in telecommunications
systems management.  That program will tie to the network information systems programs, so
that students who start in the two-year and technical-level network systems programs can
progress into a baccalaureate program in telecommunications systems management and other
advanced areas.  Next year Northern Kentucky University will propose a master's degree program
in computer science, and Eastern Kentucky University will propose one in computer networks.

The President noted the high placement rates for students from the community and
technical colleges and affirmed that it is true that IT students at the associate level usually do not
complete their general education because they are "snapped up" by employers as soon as they
master technology skills.  Reportedly, he said, starting salaries range from $40,000-$50,000 for
those with a bachelor's degree and as high as $90,000 for someone with a doctor's degree.

Addressing the question of whether the universities were having difficulty hiring IT
faculty, he said that all of the schools were having difficulty hiring IT faculty.  The high demand
for IT workers places tremendous pressure on colleges and universities in managing their salary
schedules, since someone hired at the junior level might be paid more than tenured faculty.
Murray searched unsuccessfully for two years for a computer science faculty member, and the
University of Kentucky reported a three-year search for a particular IT faculty person.

The President noted the value to the working population of the ready availability of
distance learning.  Many employers are willing to provide facilities for distance learning at the
workplace.  Of nine pilot programs approved for the Commonwealth Virtual University, two
involve information technology.  In addition, the Owensboro community and technical colleges
together will offer on-line certification in technology-based systems through a combination of
video and web-based instruction.

In reference to the number of engineering graduates leaving the state for jobs, the
President emphasized that a key element for growth of IT opportunities is the synergy of multiple
firms that support, challenge, and complement each other.  He said it seemed to him that this
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"critical mass" is lacking in Kentucky.  The Chief Information Officer in the executive branch
mentioned some of the opportunities in information technology available in Kentucky but said
there is not the concerted, coordinated effort of government, business, and education that leads to
growth of IT-related industries.

INFORMATION TECHNOLOGY BUSINESSES IN KENTUCKY

In order to learn more about the state's economic development activities, programs, and
plans to attract IT businesses to Kentucky, the Task Force asked the Economic Development
Cabinet to discuss its past and current efforts as well as its future plans for attracting and
supporting IT businesses in Kentucky.

The View from the Economic Development Cabinet

The Cabinet discussed a draft copy of their new brochure "Think KentuckyKentucky
Location Advantages for the Information Technology Industry."  The brochure addressed
Kentucky's central location, the Kentucky Education Reform Act (KERA), post-secondary
education reform, creation of the Commonwealth Virtual University, the various certifications
available in dedicated classrooms, expenditure amounts for instructional technology purchases
and programs, data relating to value added by manufacture in Kentucky and selected states, the
Bluegrass State Skills Corporation, and the Kentucky Jobs Development Act.  They noted that
the IT industry follows the corridor of educational excellence, and that Kentucky, to be
successful in recruiting the IT industry, will have to be able to provide the necessary education
and training.

The Cabinet discussed three categories of IT businesses as they perceive them: (1) call
centers and centers for telemarketing and data entry, where jobs are entry level ($7.50-$8.00/hr);
(2) help desks, or customer service centers; and (3) companies with a wide range of technical
services and salaries in the $60,000-$80,000 range.  Specific attention was given to the recent
recruiting of G. E. Capital Information Technology Solutions (an example of category #3) in
Northern Kentucky.  A large incentive package was instrumental in attracting G.E., but the
deciding factor was the state's ability to create a training center at Northern Kentucky University
to meet the company's ongoing training needs.

Other recruiting efforts included a direct mail program to call centers, participating in the
trade show for ICCM (International Call Center Management), and support of Bell South's
telecommunications center and the Paducah Information Age Park.  Cabinet officials noted that
the Park, an $18 million investment, has been unsuccessful in the past few years.  As for its
future efforts, the Cabinet plans to be able to build upon its success in attracting G.E.
Responding to a question, the Cabinet stated that Kentucky compares poorly to other states in the
recruitment of IT businesses and cited lack of educational excellence in the IT field as the reason.
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In the ensuing conversation between Cabinet officials and Task Force members it was
noted that the vast majority of growth of IT businesses is that of businesses with a small number
of employees5 to 10.  When asked whether the Cabinet had anything to offer these small
companies, the officials explained that start-up assistance is available, but, given the high failure
rate of entrepreneur development, it is difficult to determine which small businesses should
receive assistance and how much public money should be committed.  The Cabinet
acknowledged that not enough is being done.  When a potential startup business is identified, the
Cabinet cannot do much more than direct them through the licensing and permitting process,
inform them of available financial assistance, and advise them that they must devise a business
plan.

Regarding whether a company wishing to relocate in Kentucky would be eligible for
financial assistance if the company employed 15 employees at salaries from $40,000-$50,000,
Cabinet officials explained that, under statute, assistance through the Kentucky Jobs
Development Act program required the creation of 25 new full-time jobs.  They said that the
Cabinet has a very successful low-interest loan pool that is available to small companies.  They
do not believe that the 25-new-jobs minimum needs to be lowered, because experience shows
that small businesses are more interested in the low-interest loans.

It was pointed out to the Cabinet that other states have been aggressive in supporting and
attracting new IT business, in particular programs like Oklahoma's Center for Advancement of
Science and Technology (OCAST), Maryland's investment financing program to assist
technology business, and a similar program in Kansas.  The Cabinet said that it had looked at
those programs from a financing standpoint, noting that Kentucky has a lot of money available
for financing, though it is not earmarked for IT business.  They recognized the need to be more
aggressive and the benefit to the state from having a center similar to OCAST.

The View from the Kentucky Science and Technology Corporation

The Kentucky Science and Technology Corporation (KSTC), formed in 1988, is an
independent, nonprofit corporation devoted to improving the use of science and technology by
business.  According to the President, the Corporation focuses on the higher-end, value-added
jobs, occupations and companies that the Corporation believes need to be developed in Kentucky
if the state is to emerge in the 21st century with a competitive global economy.

Speaking to the Task Force, the Corporation's President discussed four characteristics
essential to today's economy:

1. Knowledge is driving economic growth in Kentucky, nationally, and internationally.
"Knowledge" companies are creating much of the wealth and growth, and companies that are
looking to grow or relocate are looking at "knowledge" at least assets as much as they once
looked at physical assets.  The Corporation President said the issue Kentucky faces is a systemic
challenge.  The traditional view that economies are going to be dominated in the future by four or
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five large industries is being reversed and is shifting toward knowledge economies dominated by
50, 200, or even 300 companies with 10-50 employees each.

2. Companies need to be entrepreneurial (defined as the unconstrained pursuit of new
ideas, resulting in innovative creation).

3. Innovation in companies and organizations must be a way of life.

4.  Speed in getting products to market and in improving them has become as important a
competitive issue as price.

The Corporation's report, Kentucky's Entrepreneurial Capacity, found that the indicators
measuring Kentucky's entrepreneurial capacity reflect a state that is largely unprepared to
compete in today's economy.  The state is not making the progress that is needed, particularly in
academic R & D and in new firm growth.  Further, some types of venture capital are still very
scarce, particularly for startup and growing companies.

The President discussed problem areas that the Council has had to confront in its work
with new companies.  One problem is the education issueKentucky does not have the kind of
trained, educated workforce it needs for both technical and higher-end-level jobs.  Another
problem is the lack of a sufficient "risk capital food chain," partly because there is not enough
locally-based capital.  He said that most investors of venture capital want direct involvement in
the companies in which they invest, and this is difficult for out-of-state capital companies.  It
would be easier to lure these investors if Kentucky had a locally-based, healthy, dynamic capital
market.  (He explained that it is not the role of banks to invest in the type of early-stage
development necessary to create an entrepreneurial economy.)

A third problem is the state's lack of a "critical mass" of entrepreneurial-type companies.
Thus it is difficult to recruit high level personnel and potential entrepreneurs, because they do not
perceive the environment as conducive to growth.  He said that Kentucky doesn't have nearly
enough companies that are based and founded on Kentucky know-how, Kentucky talent, and
Kentucky innovation; yet the Council is optimistic about the capability and the capacity to
develop and grow some excellent companies in the state.  If a way can be found to reshape things
and develop incentives to attract people over the short and long term, there is no reason that
Kentucky can't have the type of economy and higher-paying jobs needed for a promising future.

Responding to questions, the Council President stated that there were a number of things
that other governments, both in this country and internationally, have donee.g., incubators, and
funds to provide added incentive to commercialization of new products coming out of the
universities.  He referred to the upcoming release of a report that the Governor had asked the
Council to develop last year.  The report contains specific science and technology strategies for
areas of the economy that the state should consider.  Acknowledging that it is difficult for
governments to get heavily involved in actually "tweaking" individual aspects of the economy, he
said that one of government's most important roles is to be a catalyst for change and provide an
environment in which changes can happen on their own.
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Observations and points made by Task Force members included:

w Our high school graduates entering the workforce are finding that the average business
in Kentucky is not willing to look at new ways of doing business.  For example, they are not
using the Internet, e-mail, word processing, or spreadsheets.

w The mindset in Kentucky is not entrepreneurial; there is still a "big company" mentality.

w There is not yet a real belief that Kentucky is part of a global economy.

The View from Three IT Entrepreneurs in Kentucky

1. Alan Murray, CommerceInc.

A graduate from a Bowling Green high school and an engineering graduate of the
University of Kentucky, Mr. Murray, in the mid-1990's, created CommerceInc, with a view
toward leveraging what he considered the greatest economic opportunity on the planetthe
Internet.  He said that the Internet will create more wealth and jobs than any of the major world
wars, the transportation or energy economies, or manufacturing technology.

CommerceInc employs about 78 people, 35 of them in Lexington; all have college
degrees and are working in professional level jobs.  In 18 months, their payroll is projected to
increase to 150 professionals.  He told of an Internet banking company spawned in Lexington in
1996 that created wealth close to $400 million in less than 120 days, but every bit of that wealth
and the jobs are now in Atlanta, Georgia.  He said that it is important to create a culture in
Lexington that allows such successes.  He also spoke of the great minds coming out of Kentucky
engineering and business schools to help form new information-based companies.

Mr. Murray explained that information-based companies want more companies like
themselves nearby because of the synergy and opportunity that they create.  Investment in
information technology is not a single-sum investment; it is more of a domino effect.  Silicon
Valley and Austin, Texas, are good examples.  These companies also need a sufficient
infrastructure of support servicesattorneys, accountants, advertising firms, for example.  He
reported that his company's headquarters is now evolving in New York City because the
necessary infrastructure and resources to help the company grow can't be found in Kentucky.

2. Alan Hawse, Cypress Semiconductor

Mr. Hawse grew up in Lexington and graduated from the University of Kentucky in
electrical engineering.  He received his master's degree from Georgia Tech, was recruited by
Cypress and moved to Silicon Valley for six years.  The Valley is an intellectually incredible
experience, he explained, but he preferred living in Kentucky.  When he wanted to return to
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Kentucky, the company formed a satellite office in Lexington.  The average salary at his
Lexington facility is around $70,000, and the company gives stock options.  He said that
Kentucky is a beautiful place to live and that the state needs to take advantage of that.

His company did not have a lot of startup problems, since it was a well-established $600-
$700 million/year company; but he experienced frustration in the poor infrastructure and with the
phone companies who were not responsive to the needs of this type of startup company.  He also
noted that Kentucky's economic development incentives are not well suited for the 5-10 person
startup.

He advised Kentucky not to chase factories, but rather to chase the high-value-added
things that drive the factories.  The people making the real money are the people who are
conceptualizing the ideas.  Don't think about bigger sewers or wider roads, he suggested, but
rather the other components of infrastructurethe phones, the capital, attorneys, and accountants
that it takes to create an effective environment for the new economy.  Government can add a new
product line to its economic development scenario.  Traditionally, agriculture and factories have
been motivators of Kentucky's economy; what is needed now is minds.  He proposed that there
are lots of bright Kentuckians educated here who left the state and who would love to return to
Kentucky if they had the chance.

3. Randall Stevens, ArchSoft and ArchVision

Randall Stevens grew up in Pikeville, graduated from Pikeville High School, studied
electrical engineering at the University of Kentucky but later switched to architecture. Upon
graduation from U.K., he took his knowledge of computers and architecture and created
ArchSoft.  The company has clients in states from California to New Jersey, and last year entered
the commercial software side of business by selling its first tool, written by a U. K. computer
science graduate who began working for him during high school.  It has sold in 35 states and 34
countriesall credit card transactions through an Internet site.  He said he has financed the
company himself so far, but that the problem for him now is how to get the venture capital or
seed money it takes to "step on the accelerator."  He, too, mentioned problems with the lack of
infrastructure.  For example, when he went to the bank to get set up for Internet credit card
transactions, they didn't know how to set up the process.

When he began selling software, he found he could sell it inexpensively through the
Internet.  He noted that 45% of his software sales are outside the United States and that, of 400
packages sold since June, only one was sold in Kentucky. He pointed out that new money is
going to come into Kentucky through sales on the Internet.

Since his company is too small for a human resources department, Mr. Stevens himself
does the time-consuming finding and hiring of new employees.  When he surfed state
government on the Web looking for information on employment opportunities or a jobs talent
pool, he found only "billboards" of information and did not have the time to sift through it to find
what he needed.  He suggested that it would be very helpful to small companies like his if the
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state could  utilize the technology to expose the information so that it can quickly be found, to
allow the customers to identify themselves and the type of information they are seeking, and to
permit the technology to push the information back to the customer.  He emphasized that state
government's resources are important to small startup companies and that there is a great
centralized delivery vehicle for it nowinformation technology.

Responding to a question about Kentucky attorneys' qualifications relating to IT business,
Mr. Stevens said that it was difficult to have a discussion with some attorneys because they do
not have technology interests or skills, since there hasn't been a demand for them.  When he had
been debating whether to invest in a software patent, he didn't feel comfortable that the attorneys
he talked to had a good understanding of the issues.  Mr. Murray added that the experience base
for attorneys in Lexington is at "ground zero" for the type of transactions he is involved with on a
daily basis.  He uses four part-time lawyers out of San Francisco, and for accounting and auditing
services he uses PricewaterhouseCoopers out of Atlanta.

The View from a Consultant

Dr. Walt Plosila, Vice-President of Technology Management at Batelle Memorial
Institute, the consultant who helped the Kentucky Science and Technology Corporation to
establish a state IT strategy, spoke to the Task Force about what other states are doing and what
states need to do to establish an environment that will encourage the creation and growth of IT
businesses.

Dr. Plosila emphasized the importance of technology to state governments.  In this
technology-driven economyan economy driven by brain power rather than brawnthe
flexibility and agility of people and companies will be the key.  How states harness and utilize
technology is critical to growth and development of the economy.  Technology offers the ability
to improve knowledge and skills, encourages job skills that require brain power, replaces
America's high cost of labor with higher value work, contributes to the development of new
products and processes, and creates higher-paying jobs.

He said that a large amount of research and development (R&D) funded by the federal
government is funnelled through the universities and linked by state government programs to the
small companies, entrepreneurs, and innovation.  The National Science Foundation has pointed
out that most of the innovation in the U.S. is coming from small, young, growing companies that
are always in search of capital and collaboration with other people.  State programs attempt to
link R&D investment to the needs of small companies and entrepreneurs.

States, especially western states, have recognized that their future economy is much more
likely to be driven by smaller firms.  While there is a need to maintain the larger firms and
encourage their maturity and stability, much of the job growth and innovation will come from the
small young firms that an entrepreneurial culture encourages.
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The question is how to build an entrepreneurial culture.  There is no one solution to
building an entrepreneurial culture.  Entrepreneurs are individualistic and their needs are
different.  What is done by government and higher education needs to be customized to enable
the small entrepreneurial firm to succeed.  It requires trying different approaches as the states
leverage resources from the private sector and higher education and link efforts and programs.

Dr. Plosila listed the characteristics of state programs that work with entrepreneurs
and technologists:

1.  Willingness to take more risk than in traditional programs -- Whereas a private sector
venture capitalist might be happy if 3 out of 10 investments in high-tech firms succeed, failure of
7 out of 10 investments would spark a different reaction in the public sector.  It is not easy for the
public sector to undertake risks, but some state and local governments have been willing.

2. Inclusion of higher education in contributing to economic development through
teaching and R&D -- The universities' resources and intellectual capital can be utilized by both
large and small companies.

3.   Focus on start-up firms and new enterprises.

4. Metamorphosis in economic development efforts -- The traditional economic
development method has been to attract companies by building industrial parks, giving tax
abatements, and providing subsidies for "bricks and mortar."  Technology firms are more
interested in a technology-ready workforce and equity capital to help them develop their product
or process.

5.  Leveraging of private resources to ensure "market-driven" research and development -
- Many state technology programs leverage a lot of private sector money and tend to complement
federal programs.  States can work with their universities to move the federally funded basic
research "downstream" into the marketplace, companies, and growth and development.  A
clearinghouse of information on the states' economic development programs can be found at the
web site of the State Science and Technology Institute, a subsidiary of Batelle Memorial Institute.
Their web site, www.ssti.org, includes state program profiles and links to relevant web pages for
each state.

Dr. Plosila explained that the keys to building a technology-driven entrepreneurial
economy require:

èTechnology developers (universities, federal laboratories, industry) -- Noting that
Kentucky does not rank well on federal labs, therefore it must depend much more on universities
and industry.  He said that Kentucky ranks 40th in the country in industrial R&D and its
universities are 44th in academic R&D.

èA technology-ready workforce -- Surveys by Batelle Institute indicate that IT firms
generally want a "new kind of person"electrical engineers who also have an MBA degree.  It is
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harder to find the technical expertise on the business side.  Penn State and Indiana University are
trying to address the need for this combination of skills.

èInvestment capital -- Usually, if the "pre-seed" (taking the idea and moving it toward a
prototype) and "seed" capital is not available locally, it is difficult to move technology companies
ahead.  "Pre-seed" sources would include the federal STTR program and angel investors.  "Seed"
capital is generally in amounts of $100,000 to $2 million, and there is a capital gap in most
states, including Kentucky, in that range.  Venture capitalists usually do not fund deals under $2
million anymore.  State governments are funding the $100,000-$2 million gap.  He cited the
Massachusetts' Technology Development Corporation as an example of the type of intervention
that states can undertake.  This corporation was funded about 15 years ago with one-time state
money and has been operating since then on its reinvestments.

èEntrepreneurs and seasoned managers.

èCritical mass (clusters of like companies and business service providers) -- Successful
technology centers, such as Boston, Silicon Valley, Research Triangle Park, and Austin, all have
a critical mass of like companies and business service providers that understand and work closely
with the industry.

èRisk-receptive environment.

Dr. Plosila said that typically state programs focus on the following areas:

1. Equipment and facilities.  States often provide small entrepreneurs access to
equipment and facilities through their higher education institutions.

2. Government-industry consortia.  Increasingly, large firms are creating strategic
partnerships and establishing long-term investments with higher educationdubbing them their
"preferred universities."  The issue is whether small and medium firms can form similar
consortia.

3. Incubators and research parks.  These can be viewed as the physical
manifestation of the technology paradigm.  Just as the issue of the industrial revolution became
industrial parks, so today the issue is having incubators, research parks, and accelerators.  The
purpose of the incubators is to help the business survive.  After two or three years of growth, the
business leaves the incubator and goes into an acceleratora multi-tenant building.  There are
approximately 300 research parks nationally, either in place or on the drawing board.

4. Information and data.

5. Regional technology alliances.  These are efforts in certain regions to create
technology councils and build a technology base network between higher education, government,
and industry.
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6. Research and technology centers of excellence.  Across the country, states are
making an effort to fund research and technology centers.  In many cases, they are funded by the
federal government.  The challenge has been to make the centers accessible to small and medium
as well as large firms.

7. SBIR (Small Business Innovation Research Act) assistance. This program sets
aside 2½ percent of each federal agency's budget for small firms to compete for R&D money.
This federal program is the largest formal source of institutional seed venture money in the
country.  It provides $100,000 in Phase-1 and up to $750,000 in Phase-2.

8. Technical/managerial assistance.

9. Technology extension problem solving.  An example of this type of program is
the Kentucky Technology Service, a manufacturing extension center.

10. Technology transfer.  In the past, technology transfer offices tended to focus
more passively on processing invention disclosures by faculty and licensing the technology.
Now, technology transfer offices are much more active, even forming companies around
technologies that appear to have enough value to warrant creating a company.  Last year 333
firms were started out of universities, in contrast to only 258 the previous year.

11. Venture capital.  The state's role in venture capital funding includes investing
a small amount of state pension money in privately-managed venture capital funds.  Investment
in venture capital has had the highest and best return of any alternative investment for many
years.  Most states invest 1%-2% of the pension assets in venture capital; some invest 5%.  Even
1% of Kentucky's major pension funds is a significant chunk of money; and any investment
should be over a period of years, not all at once.  Massachusetts, Pennsylvania, Ohio, and other
states have addressed the problem of capital another wayby using a small amount of
appropriated dollars to create seed venture funds managed by the private sector.

Dr. Plosila cited as an example of successful state programs Pennsylvania's Ben Franklin
Partnership Centers, which have resulted in $340 million of state funds being leveraged over $1.4
billion in industry, federal, and university funds; the creation or retention of 46,000 jobs; 1,180
new products being commercialized or processes implemented; and the establishment of 1,270
firms.  Virginia, New York, and Ohio have enjoyed similar successes.  He said that these
programs have worked partly because they were designed to meet the customer's needs and they
recognized that government's role was not to be operator or a "funder of first resort," but rather to
be a catalyst or facilitator.

Among states that do not have the critical mass of technology-driven entrepreneurship,
there is an increased interest in looking within their regions for clusters, particularly rural, and
finding ways to build linkages to the technology base of the state.  In Kentucky, for example, the
pharmaceutical industry in Louisville buys from suppliers in rural parts of the state, but people do
not think of those suppliers as part of the cluster.  So rural areas can be rejuvenated by rethinking
the approach to economic development and clusters.
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In summarizing the partnering roles of government and industry, Dr. Plosila said that
the federal government supports the science base and has programs such as SBIR (Small
Business Innovative Research), STTR (Small Business Technology Transfer Research), ATP
(Advanced Technology Program), and MEP (Manufacturing Extension Program in the
Department of Commerce, National Institute of Standards & Technology) that are run by state-
supported intermediary organizations.  State government helps identify technologies and link
them to companies, helps assess technology gaps, helps universities develop technology, and
helps firms acquire technology and integrate the technology to the business strategy and plan.
Industry's role is to take the process of product work and turn it into commercialization, through
consortia, alliances, and projects.  The state role then becomes helping to get applications
downstream into industry, helping to make sense of basic researchreducing it to practice,
providing business support for strategic planning, and market assessment, and doing the
brokering to bring the various resources of the federal and state governments and the large firms
to the entrepreneur's attention.

The ingredients for success include long-term regional investment, strong business
leadership; public sector investment, whether in technology infrastructure or assistance to
business; active leadership from the research universities; networking among firms, academe,
and research laboratories; active state government support and promotion, as demonstrated in
Austin; and a long-term perspective.  Regarding the latter, Dr. Plosila pointed out that it took 16
legislative sessions and the terms of six governors before the Research Triangle Park (N.C.)
reached the point where people believed it was going to be successful.  Getting federal
discretionary and R&D money into states like Kentucky will be crucial.

What are other states' experiences in investing their pension funds to provide seed
money?  Dr. Plosila replied that North Carolina has had a rate of return on its venture
investments that is about equal to its other investments.  In Pennsylvania, in 1982, the two state
pension funds originally did not want to invest in venture capital, but a rare bipartisan coalition
of the legislature passed a law requiring that one percent be invested.  After five years of
investing in private venture capital, the return was so good that the legislature was asked to
increase the mandated investment to two percent.  He pointed out that investing pension money
in venture capital is only one method of state funding support.  Furthermore, he said, since
venture capital doesn't invest in the seed stage anymore, it could be argued that the investments
aren't that risky, since venture capitalists are very conservative and tend to do later-stage
mezzanine financing, buyouts, and acquisitions.  Putting one percent of pension money into
venture capital is of more importance for what it does in getting venture capitalists to become
interested in a state.

With so many factors required to create a technology-driven economy, are there one
or two areas where Kentucky could start?  Dr. Plosila explained that not everything can be
done at once; a starting point has to be determined and priorities set.  He advised that people and
relationship-building are a good place to start.  Relationship-building includes a variety of things;
it could be as simple as matching projects between university faculty and entrepreneurs and
identifying organizations and vehicles to network with entrepreneurs regionally to build the
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entrepreneurs' resource base.  Short-term results may be visible, and feedback can reveal whether
it is working and whether the right thing is being done.  The investment in peoplethe
intellectual foundationis important but it may take a long time to realize any return.
Legislatures should also be concerned about creating a business climate (i.e., regulatory
framework, tax laws) to ensure that the technology entrepreneur has a level playing field with
traditional manufacturers.  Long-term commitment is also required.  Creating a technology
economy can't be done in six months or a year.  States that have been doing it the longest are just
beginning to see results.  Pennsylvania, for example, has been doing this for 17 years and the
success has been slow in coming.  Perseverance, building relationships, creating a business
climate, addressing people and their skills are the kinds of things that Kentucky needs to pursue.
He also said that there are things that can be done to help regions of the state where the
technology base is not strong and its emergence is questionable.  It is important for business to
reach out to those areas and "link them to the agenda."

What can be done regarding the lack of incentive to legal and accounting
professionals in Kentucky to focus on the needs of technology-based businesses?  Dr. Plosila
said that when there are only a few technology companies that need the services, the providers of
those services must learn by doing.  Accounting and law firms could offer pro bono or reduced-
rate help to entrepreneurs.  This is normally done in technology growth areas when the providers
themselves are still learning the business.  Some have even been willing to accept equity in the
startup company in lieu of compensation.  He suggested that state bar associations, as well as
service providers' state associations, can create a technology section to conduct seminars and in-
service workshops to build the knowledge base as the industry grows.  State government should
build regional relationships with technology-related organizations and include the business
service providers.  He cautioned that service providers have to realize that it is a long-term
proposition and that they won't get rich from serving the technology start-up base.

Who generally leads this type of effort in the state?  Dr. Plosila said that generally
governors of states take the lead in developing technology strategies, but sometimes it is the
legislature, as was the case in New York.

How large an investment in venture capital funds would Kentucky need in order to
attract national attention?  After its initial investing in seed venture funds, Pennsylvania
decided it wanted a bigger fund and in 1984 created a $40 million statewide venture fund, but it
failed to bring in the venture capitalists.  Maryland's approach was better.  Maryland invested $3-
$4 million each in eight different privately managed venture funds, which diversified the risk and
insulated the pensioners somewhat.  All eight funds established offices in Maryland and
competed with each other, so that spawned more deals and opportunities for entrepreneurs.  Dr.
Plosila emphasized that he doesn't think the level of funding matters as much as the method.  He
advised that, based on his experience, it would be wiser for Kentucky to invest in several funds
e.g., four or five funds of $6-$8 million each over a period of three yearsoverseen by an
advisory board, rather than to put a large amount of money into a single venture capital fund.

Should Kentucky give more tax breaks for R&D?  Dr. Plosila pointed out that the
federal R&D tax credit is a little overblown.  Congress never authorizes it for more than one year
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at a time, and it is more an accounting arrangement than a strategic investment.  Furthermore,
although state R&D tax credit is important, it is still marginal compared to the federal credit.  He
noted that Kentucky offers a qualified investment tax credit of up to $20 million, which is
probably a good start in addressing the venture capital problem.  What is needed is venture fund
money to go with the qualified investment tax credit.

By itself, a state R&D tax credit would have to be carefully crafted, strategic, and
permanent in order to complement the investment taxpayer.  It would also have to be big enough
to make a differenceand that might not be financially affordable.  Kentucky clearly needs to
encourage its industry and invest more in R&D.  R&D is part of investing for the future and
having that kind of credit could attract the R&D operations of companies to Kentucky.

ELECTRONIC COMMERCE SECURITY

The Background

The Internet and electronic commerce are changing the way we live our livesthe way
we shop, the way we bank, the way we run our businesses, and the way we communicate with
and use the services of our governments.  As more transactions and communications that require
security and authenticity travel on a network that has no inherent security, questions arise
concerning the authenticity and integrity of electronic messages and documents.  How does the
user know the sender is really the person indicated?  Has the document or message received been
altered in transmission?  How can one be sure that the sender will not deny having sent the
message?  Can it stand up in court?  To be able to rely on the electronic messages they receive,
governments and businesses alike need the assurance that those messages are reliable, provable,
and enforceable.

Today, electronic signatures, digital signatures, and encryption are the technical means to
verify the sender and assure that the information has not been altered in transmission. "Electronic
signature" is the more general term and is generally defined as any letters, characters, or symbols
manifest by electronic or similar means and executed or adopted by a party with an intent to
authenticate a writing.  Examples of electronic signatures include a name typed at the end of an
e-mail message, a digitized image of a handwritten signature that is attached to an electronic
document, a PIN number, a biometric signature, and a digital signature. "Digital signature" is one
specific type of electronic signature that allows the recipient of a digitally signed communication
to determine whether the communication was created by the purported signer, and that, when
used with encryption, verifies that the content of the communication has not been damaged or
altered in transmission.

Within the last three years, there has been a wave of electronic signature and digital
signature legislation across the country, including in Kentucky.  In the 1998 Regular Session,
Kentucky's General Assembly passed an electronic signatures and electronic records Act.
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Codified as KRS Chapter 369, the statutes generally direct that electronic signatures have the
same force and effect as manual signatures and that electronic records, with some exceptions,
will satisfy any statutory or regulatory requirement that information be in "written" form. KRS
Chapter 369 addresses an electronic signature as an identifier with the same effect as a manual
signature. It applies to private sector transactions only when both parties agree to the use of an
electronic signature or record and to state or local government entities only if the entity agrees to
accept an electronic signature or record. It does not require anyone to use or accept an electronic
signature or electronic record, nor does it prohibit a recipient from establishing conditions of
acceptance, unless the parties have agreed in advance of the transmission. It does not address the
trust issues of authenticity, integrity, and nonrepudiation, even though one of the stated purposes
of the Act is to "promote public confidence in the integrity and reliability of electronic records."

Against the background of the executive branch's continued work to put Kentucky
government on-line, of state government efforts to create a supportive environment for IT
entrepreneurs and growing IT businesses in Kentucky, and of increasing on-line transactions by
business, state and local governments, and private citizens, it seemed important to look ahead at
what legal issues will need to be addressed in legislation addressing the security of electronic
transactions.  Two national experts, Thomas J. Smedinghoff,2 an expert on electronic commerce
security, especially on electronic and digital signatures, and Amelia H. Boss,3 a law school
professor with expertise in commercial law and national and international efforts on electronic
commerce model laws, spoke to the Task Force on electronic commerce security legislation at
the state, national, and international levels.

"Electronic Signature Legislation:  the Issues and the Responses"

Mr. Smedinghoff said that the goal of electronic commerce is to have the ability to
conduct reliable, provable, and enforceable transactions via the Internet with strangers, in real
time.  Achieving this goal raises three issues that have been the focus of electronic commerce

                                                     
2Thomas Smedinghoff is a partner with the Chicago law firm of McBride Baker & Coles and Co-Chair of the firm's
Information Technology and Electronic Commerce Law Department.  His practice focuses on legal issues relating to
developing information technology topics, such as electronic commerce, the Internet, digital signatures, encryption,
multimedia, software, data security, e-mail, and electronic recordkeeping.  Mr. Smedinghoff serves as Chair of the
Illinois Commission on Electronic Commerce and Crime, Chair of the American Bar Association's Section of
Science and Technology, and as an ABA adviser to the National Conference of Commissioners on Uniform State
Laws' drafting committee of its model law, Uniform Electronic Transactions Act.  He is a member of the U.S.
delegation to the United Nations Commission on International Trade Law (UNCITRAL), where he participates in a
working group that is developing international electronic and digital signature legislation.

3Amelia H. Boss is Professor of Law at Temple University School of Law, where she teaches in the commercial law,
bankruptcy, and electronic commerce areas.  She is a member of the Permanent Editorial Board of the Uniform
Commercial Code and former chair of the Uniform Commercial Code Committee of the American Bar Association.
She was the American Bar Association Advisor to NCCUSL's Uniform Electronic Transactions Act.  She currently
serves as an advisor and as the United States Delegate to the United Nations Commission on International Trade Law
(UNCITRAL), working on its model law on electronic commerce and its digital signature law.  Professor Boss
serves as Chair-Elect of the Business Law Section of the American Bar Association.
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legislation:  (1) Is the transaction legal, i.e., enforceable?  (2) Can the message be trusted?  and
(3) What are the rules that should govern electronic commerce transactions?

There has been an explosion of related legislative activity both in the United States and in
the international community.  In the U.S., 49 states have proposed and 44 have enacted some
form of electronic signature legislation.  The National Conference of Commissioners on Uniform
State Laws (NCCUSL) has two drafting committees that are completing projects for approval at
this summer's meeting.4  Several bills have been introduced at the federal level, and more are
expected.  Internationally, the European Union has just released a directive on electronic
signatures, and UNCITRAL (United Nations Commission on International Trade Law) is trying
to reconcile e-commerce issues across countries.

He pointed out that there are two major problem areas in state lawsthey differ on what
qualifies as a legally enforceable electronic signature and the types of transactions for which
electronic signatures can be used.  Statutes to date have taken three approaches to what qualifies
as an electronic signature: (1) Anything qualifies (e.g., any mark made with the intent to sign),
(2) Only electronic signatures that possess certain security attributes qualify, and (3) Only digital
signatures qualify.  Statutes have also taken three approaches as to the type of transaction done
electronically:  (1) Any transaction, although it may exclude wills, trusts, negotiable instruments,
real estate, etc.; (2) Only transactions with government agencies; and (3) Specific types; for
example, health care records, bank transactions, tax returns, and election filings.

Mr. Smedinghoff stated that the question of trust, a key issue in electronic commerce, is
typically not addressed in most legislation.  Key requirements for message trust are authenticity,
integrity, and nonrepudiationWho really sent the message?  Has the message been altered?
Can it stand up in court?  A message sent over a medium that is not "trustworthy" can be
protected by using security procedures that allow the receiver to verify the identity of the sender
and the integrity of the message (whether it has been altered).  He stated that the security
procedure of the future is the digital signature.

There are also inconsistencies in state legislative approaches to the "trust" issues and legal
presumptions.  Most statutes do not address trust issues at all.  Some provide that a signature is
not valid unless it possesses some attributes of trust.  Others consider an electronic signature to
be valid but confer a legal benefit on the more trustworthy forms of signature where identity and
integrity are legally presumede.g., digital signature.  Further, most states do not address legal
presumptions relating to identity and integrity.  Some statutes allow for presumptions where the
parties agree between themselves on a certain type of signature; other statutes allow for
presumptions when the law specifies that certain procedures are appropriate.

Determining the rules governing the conduct of the parties using electronic signatures is
an important issue for legislation.  Some of the questions that need to be resolved are: Should
electronic transactions be governed by the rules for paper transactions?  If different, should they
be specified by law or decided by the courts?  Who bears the risk of forged messages?  What are

                                                     
4On July 29, 1999, NCCUSL approved the model law, Uniform Electronic Transactions Act.
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the rules for attribution?  How do we decide what is trustworthy?  Should consumers be treated
differently?  Additional issues will need to be addressed, depending on the technology used.  For
example, digital signatures require a third partya certification authorityto verify the
authenticity of a message, and this raises new issues to be resolved.

Mr. Smedinghoff said that legislation must consider the issue of party autonomyi.e.,
can the parties agree between themselves on what the rules are going to be?  On the whole, most
of the existing legislation does not address the question of what the rules are."  Some states
specify detailed rules and direct that they cannot be varied contractually; others allow the parties
to agree between themselves on almost anything but also specify "default" rules if they don't
agree.

Responding to a question about the positives and negatives of government versus private
regulatory involvement, Mr. Smedinghoff said that the trend, according to the number of statutes
that have been enacted that avoid heavy government regulation, seems to be somewhat away
from detailed government regulation.  However, the questions have to be answered by somebody
at some point, and his sense is that having the answer in a statute will make it easier for the
parties to adjust their conduct than if the answer has to be determined years later by the courts.

Responding to a question about the federal government's role, he said that, because of the
problems being created by the states' inconsistent approaches to the issue, bills have been
introduced in Congress that would, in effect, preempt the states and specify that, for contracts,
any type of signature across state borders would be accepted.  Even though, traditionally, laws
controlling contract and signature validity and Uniform Commercial Code statutes have been
state-based, Congress is under increasing pressure from industry to preempt the states.  He said
he did not have a sense whether the bills will pass.  He explained that the Uniform Electronic
Transactions Act, the model law approved by NCCUSL, focuses only on the question of legality,
but if it is passed nationally it would create some uniformity across state borders.

When asked for his recommendations for state legislation, Mr. Smedinghoff stated that
his first recommendation would be that the law should cover all types of electronic signatures,
not just digital signatures, but that it should go another step and address the question of trust.  In
addition, he believes it should specify minimum default rules on some of the fundamental
questionse.g., who bears the loss in the event of a forged signature.  Lastly, to the extent a
technology raises a specific set of issues, e.g., digital signatures, he thinks it is appropriate to
look at whether those issues should be addressed.  In reference to uniform laws, he said he is not
sure a good uniform law will be forthcoming in the short term, other than the very basic one
coming out this summer from NCCUSL, which he recommended as a good place to start.

The Uniform Electronic Transactions Act (UETA), NCCUSL's Model Law

Professor Amelia Boss said that 15 years ago businesses began to be concerned about the
validity and enforceability of electronic transactions and how to determine the rules to govern
transactions created in cyberspace.  Initially, they tried to deal with many of the issues through
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"trading partner agreements," but found that was not possible since, in Internet transactions, they
frequently do not know the party with whom they are dealing.  The type of negotiations common
to a paper-based world do not occur.  Consequently it is important to have uniform default rules
that: (1) validate and support the use of electronic commerce; and (2) provide some rules
(certainty) as businesses venture out, so that they can be assured that those rules apply in the
event of a dispute.

The NCCUSL effort to draft a model law began around 1990 and over the years of
extensive debate, included input from industry, state governments, and local governments.  The
Drafting Committee established certain principles it believed should guide any legislation in the
electronic commerce areaprinciples that have been articulated at the international level and in
various business and industry organizations.  These guiding principles are:

1.  The law should be supportive and not proscriptive; it should support and facilitate
electronic commerce but not try to direct and regulate it.

2.  Any law adopted should be amenable to new technologies and new business practices;
it needs to be adaptable.

3.  The law should contain "party autonomy"the ability of the parties to set the rules
needed for the particular transaction they are conducting. For example, rules for purchasing a
book and the rules for a securities transaction may differ.

4.  The law should not impose greater restrictions on electronic transactions than are on
paper transactions.

5.  The law should not address issues that are primarily business or technology issues
rather than legal issues.

Regarding principle #5, Professor Boss noted that some people say that a law is needed to
legislate which electronic messages can be trusted, but she maintained that trust is not a matter of
law; it is a matter of familiarity and building systems so that they can be tested to determine
whether a message is actually from the purported sender.

The scope of UETA is very broad, much broader than some state legislation.  It applies
not only to businesses and state and local governments but also to the consumer, the latter
needing protection of the law in the same way businesses and governments do.  It exempts wills,
codicils, and testamentary trusts.  Professor Boss reviewed individual sections of the UETA,
including such points as:

w The definition of "electronic signature" ("an electronic sound, symbol, or process
attached to or logically associated with a record and executed or adopted by a person with the
intent to sign the record") makes no special mention of digital signatures.  The key element
"intent to sign" allows parties to agree to go further, e.g., using certain identifying codes or
methods of communication.
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w The language in Section 3(d), "A transaction subject to this Act is also subject to other
applicable substantive law," makes it clear that the UETA deals only with the procedure of a
transaction and limits the encroachment of the Act into other substantive areas.

w Section 5(c) provides the right to refuse to accept transactions in electronic form.  This,
she said, is an important consumer protection; it also builds flexibility into the law.  The section
also provides that other laws may determine the legal consequences of a particular message.
UETA will not override substantive legislation, and the legal effect will be determined by the
other substantive law.

w UETA says that if a law requires that information be "provided" in writing, then the
recipient must "have" it and be able to keep it (Section 8).  In other words, a recipient must be
able to download it or print it; it is insufficient for the information to merely be on the website.

w The model law addresses the issue of how to prove an electronic message came from
the sender by saying it may be "shown in any manner" (Section 9).  Sometimes, the Professor
pointed out, businesses have their own way of verifying, e.g., the pizza shop's method of
verifying telephone orders.  Often, the size of the transaction will dictate how much security is
desired.  Digital signature is one way of verifying the sender, but not the only way.  Professor
Boss said that some people argue that this section does not provide enough certainty, but her
personal view is that enforceability will provide certainty and that fears about uncertainty are
really just concerns about something that is new to people.

w Section 9 contains no presumptions (elements of trust), although the issue was hotly
debated on the UETA Drafting Committee.

w Kentucky's law (KRS Chapter 369) establishes characteristics of an "electronic
signature" (must be unique to the person using it, capable of verification, and under the sole
control of the person using it) that have been rejected by UETA and the United Nations model
law, because they exceed the requirements that currently exist, are hard to meet, and their
interpretation presents a problem.

Professor Boss noted that several bills now pending in Congress have provisions to
preempt states' legislation.  While this provision is viewed by some as a way of achieving
uniformity, it is of great concern to those who believe states should have the ability to set rules
that, though they may not be completely uniform, will reflect the peculiarities of individual
states.  However, many of these pending bills carve out provisions that essentially say that a
state's law will be preempted unless it has enacted a law similar to the UETA.  She encouraged
Kentucky to consider enacting UETA and said that if the model law is not enacted in the next
legislative session, Kentucky will likely find itself preempted by the federal government in 2002.
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TASK FORCE RECOMMENDATIONS

The Task Force on Information Technology makes the following recommendations:

ELECTRONIC TRANSACTIONS

1.  That the 2000 Kentucky General Assembly should enact the Uniform Electronic
Transactions Act (UETA), the model law on electronic signatures approved in July 1999 by the
National Conference of Commissioners on Uniform State Laws.  The UETA would replace KRS
369.010 to 369.030, Kentucky's current law on electronic signatures.

TRANSITION TO A KNOWLEDGE-BASED ECONOMY

2.  That the legislative and executive branches of state government take appropriate actions
to facilitate the implementation of the recommendations set forth in "Kentucky's Science
and Technology Strategy," (June 1999) prepared by the Kentucky Science and Technology
Corporation for Governor Patton.  The Task Force recognizes that nationally and globally we are
moving to a new economy based on knowledge; that the jobs and wealth of the near future will
be created in the information technology and Internet environment; and that Kentucky stands at
the brink of aggressively moving forward into the new knowledge-driven economy, by creating
its own IT companiesor falling further behind in the race to be globally competitive in the new
knowledge-driven economy.  Consequently, the Task Force endorses Kentucky's Science and
Technology Strategy (Appendix D) regarding its four strategies and ten recommended
strategic actions below.  A more detailed explanation of each item can be found in the report
itself on the page referenced.

a. The four strategies:

(1) Enterprise Development:  Create and grow innovation-driven Kentucky
enterprises through aggressive support for risk capital and commercialization of research.

(2) Manufacturing Modernization:  Modernize existing manufacturers in
Kentucky.

(3) Technological Infrastructure:  Build the technological infrastructure that is
essential to ensuring a competitive Kentucky economy.
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(4) People:  Ensure that Kentucky education systems prepare highly skilled,
knowledgeable graduates (including teachers) with the necessary mathematics and science
capabilities for successfully maneuvering in the 21st century knowledge economy.

b. Ten strategic actions:

(1) Authorize a limited portion of state pension funds (up to 2%) for investing in business
ventures (p. 25).

(2) Create Research and Development (R&D) Vouchers for small and medium-size firms
to undertake R&D work in partnership with a Kentucky higher education institution (p. 27).

(3) Establish the Kentucky Commercialization Fund to provide development (pre-seed)
funds for promising technologies coming out of the R&D work undertaken in the state's higher
education institutions (p. 29).

(4) Conduct a review of Kentucky policies and regulations to identify barriers or
constraints that may impede the commercialization of knowledge or technology and the start up
and growth of innovative Kentucky companies (p. 30).

(5) Establish a statewide system of manufacturing modernization in which the various
providers of manufacturing modernization assistance to industry will have better focus, can take
on mutually supportive roles and responsibilities, have common rules of the road, and, to the
businessperson, operate as an integrated assistance delivery system (p. 31).

(6) Establish Regional Technology Service Corporations, intermediary organizations in
Kentucky's rural regions that would link educational institutions, service providers, and industry
into effective coalitions and partnerships (p.33).

(7) Create the Kentucky Science and Engineering Foundation, building on the success of
EPSCoR and partnering with the Council on Postsecondary Education, in order to accelerate the
transition of the state's R&D into the mainstream for receiving federal and private sector support
(p. 34).

(8) Set up the Strategic Technology Capacity Initiative, to be used to undertake multiple
tasks, such as matching funds for forming and locating industry R&D consortia in Kentucky, and
funds to help "jump-start" emerging and new industries, including clusters.  The primary function
of this fund is to focus the state's recruiting on attracting R&D anchors and filling gaps in
supplier chains (p. 36).

(9) Increase state investments in dedicated higher education trust funds that advance
Kentucky's scientific and technological competitiveness, and distribute them in a way that offers
universities sufficient flexibility to respond quickly to unanticipated, cutting-edge opportunities
(p. 37).
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(10) Pay premium compensation to all P-12 teachers of mathematics and science and
related resource teachers who hold, at a minimum, a degree in mathematics or a science
discipline.  By 2005, all middle and secondary teachers of mathematics and science should hold
such degrees, and all primary schools should hire or have direct, local access to resource people
with degrees in mathematics or a science discipline.  This strategy implies that in-depth teacher
qualifications are the precursor for students learning key concepts in depthin this case, in math
and science (p. 39).

3.  That there be created within the Economic Development Cabinet a separate
organizational unit devoted to assisting small high-tech and information technology related
businesses in Kentucky.  This unit should include a "business outreach" component that would
actively seek out Kentucky's high-tech and information technology related businesses to identify
their needs and problems and either provide assistance to promising businesses or direct them to
resources where they can receive assistance.

4.  That KRS 154.24-010 to 154.24-150, relating to the Kentucky Jobs Development Act, be
amended to exempt an information technology business from having to meet the "25 or
more" job creation criteria, or to create a separate governmental incentive program for
information technology businesses that have fewer than 25 employees.

5.  That the Kentucky Long-Term Policy Research Center conduct ongoing research on
information technology careers in Kentucky and report in writing to the Council on
Postsecondary Education, the Governor, the Chief Information Officer of the executive
branch of state government, and the Legislative Research Commission regarding: (a)
information concerning IT careers that are available in Kentucky; (b) salary structures in those
careers; (c) information to assist secondary and postsecondary schools in providing training and
degree programs appropriate to IT industry needs; (d) data on the number of graduates from IT
degree programs and where they go after graduating, especially the numbers leaving the state for
IT positions in other states; and (e) any other data that would assist state government, education,
and business in making decisions that would develop and sustain Kentucky's efforts to move into
the new knowledge-driven economy.

6.  That a Kentucky Information Technology Roundtable be established in the Office of the
Chief Information Officer of the executive branch of state government, consisting of at
least 20 members representing leading large and small businesses in the state; high-tech
businesses, especially small entrepreneur businesses; and the state's secondary schools,
community and vocational colleges, and universities.  The Roundtable would serve as a forum
for:  (a) discussion of IT issues and needs within Kentucky's business community; (b)
development of partnerships (e.g., student internships for academic credit) between the business
and education communities that would not only provide business with the skilled IT workforce it
needs, but would also provide students opportunities for securing high-wage technology jobs and
help to keep our "brightest and best" in Kentucky; (c) creation of a statewide network of IT
businesses, especially the small entrepreneur businesses, that would provide an opportunity for
sharing of information, interacting, partnering, and assisting each other; and (d) the formulation
of any recommendations it may have to propose to state government.  The Roundtable would
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meet only 2-3 times per year on targeted topics of broad interest and would report annually to the
Governor and the Legislative Research Commission concerning its activities, findings, and
recommendations.

7.  That state government promote an advanced communications infrastructure in the state
that would provide affordable high-speed Internet access to all regions of the state.  High-
speed connections are critical to businesses and households if they are to be able to take full
advantage of all that the Internet offers.  Without the high-speed link, Kentucky businesses are at
a competitive disadvantage.  In addition, they are restricted from obtaining high-speed access on
their own due to the high cost and limited service options.  Moreover, private citizens will miss
out on developing high-speed home uses, such as telemedicine, distance learning, and
telecommuting.  Rural and small-town Kentucky are especially vulnerable, since the phone
companies and cable companies build high-speed access first where the high volume and the
money arein cities and larger towns.  The Kentucky Information Highway has offered
government and education high-speed connection to the Internet, but there has been slower
progress and limited service options in the private sector.  It will be necessary to reform
telecommunications regulations, policies, and taxes that have been developed with voice
telephone carriers in mind, even though the majority of network traffic is rapidly moving from
voice to data.

RECRUITING & RETAINING IT WORKERS IN STATE GOVERNMENT

8.  That a separate pay scale be established for IT positions in state government, in order to
recruit and retain good IT employees and to be competitive with the private sector.

9.  That state government provide IT training for:

a. Current state employees who are not working in IT positions to learn skills that would
enable them to move into IT positions; and

b. Current state employees who are already in IT positions to obtain continuing education
to enable them to move up to a higher level IT position.

10.  That information technology internships in state government be provided for college
credit.

ELECTRONIC GOVERNMENT

11.  That state agencies, where appropriate, be required (a) to provide Internet-enabled
electronic government services as new systems are updated and renovated; and (b) to
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provide mandates and incentives that would stimulate the use of electronic transactions
between state government and the state's businesses and citizens.  State government must
provide convenient, easy-to-use electronic access to its services and its vast store of public
information.  Citizens and businesses who want to transact business with state government
electronically should be able to do so.  Using the Internet, they should expect to conduct such
business with their state government as renewing licenses, filing taxes, researching corporations,
submitting plans for review, purchasing and viewing vital records, viewing and downloading
vital records, such as mortgages and deeds, and searching a centralized lien database.  In order to
maximize the benefits of electronic government, the Commonwealth may have to mandate that
businesses conduct business transactions or submit payments electronically, and it may need to
provide incentives for both businesses and citizens to conduct business electronically with the
state.

HELPING KENTUCKIANS ACCESS THE TECHNOLOGY

12.  That the state, in order to stimulate citizens' ownership of home computers, grant a
one-time individual tax credit for the purchase of a home computer.  Lack of access to
technology is a significant barrier to Kentuckians' participation in the new knowledge-driven
economy.  Kentucky has a significant number of households without access to a personal
computer or the Internet.  According to both national and state surveys, the two factors having
the most effect on technology use are education and age, followed by income and location.

13.  That state government partner with such local resources as school districts and local
governments to promote awareness of how information technology can make their lives
easier and to train citizens to use the technology, especially the Internet.  Using local,
familiar trainers and teachers can make it easier for the uncertain citizen to learn to use the new
technology.  Government will need to provide both the resources and financial assistance for
citizen IT awareness and training activities.

SPAMMING
(unsolicited commercial e-mail)

14.  That the General Assembly enact legislation to restrict unsolicited commercial e-mail
(junk, or "spam" electronic mail) by use of a market-based solution that would place
control and responsibility in the hands of Internet service providers and establish penalties
for firms that violate the rules.  Unsolicited commercial e-mail means any commercial
electronic mail that is: (a) addressed to a recipient with whom the initiator of the mail does not
have an existing business or personal relationship, and (b) not sent at the request of, or with the
express consent of, the recipient.  Examples include chain letters, pyramid and other "get-rich-
quick" schemes, ads for pornographic sites, and illegally pirated software.  This type of e-mail is
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not only a nuisance but is also costly in time and money and squanders such expensive resources
as network bandwidth and computer storage.

GENERAL ASSEMBLY

15.  That the General Assembly establish within its structure a forum (e.g., a committee,
subcommittee) on information technology that, (1) consists of legislators from both
chambers, and (2) would be available on a continuing basis to:

Acquire and maintain a continuous knowledge of information technology issues
and developments that affect, or have the potential to affect, both public and private sectors in the
Commonwealth;

Use this knowledge to assist the General Assemblyits members, committees,
subcommittees, and task forcesin understanding information technology issues and
developments;

Provide ongoing interaction between the General Assembly and the Chief
Information Officer of the executive branch, in order to communicate information and to foster a
shared commitment to the future;

Review the use and management of information technology in the executive
branch of state government; and

Recommend legislation regarding the use and management of technology.
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